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Exeautive Summary

ARIBA stands for “ATM system safety criticdity Raises Isaies in Balancing
Actors resporsibility”. It is a projed caried ou on behaf of DGVII of the
European Commisson in 19981999 and addresses cetificaion in ATM
Services.

Due to the competence of pilots and ATCo's, and the avail ability of appropriate
technicd systems and proven procedures, an ATM service provider is able to
safely manage a cetain traffic flow. In effed, ATM safety resporsibiliti es end up
with the human elements in the resporsibility chain, i.e. the ar traffic controllers
and pglots. This forms an uncerstandable reason for ATM service providers (and
airlines) to have difficulties with accepting any new system, procedure or
operation that potentialy reduces the ntrollability of various hon-nominally
evolving traffic situations, while their resporsibility increasses with traffic
volume. Currently, a maor cost element of introduwing advanced ATM
operations is that the duration d the implementation period becomes
uncontroll able when safety resporsible adors beame indedsive due to the ladk
of a systematic way to manage these paradoxicd developments (lower
controll ability, higher resporsibility). Consequently, paential investors know in
advancethat it might take decales before they receve ay return oninvestments.
Obvioudly, nocommercia-like a¢or shoud invest under such condtion. The am
of ARIBA isto make these situations manageable.

A recent FAA-initiated international RTCA Task Force on cetificaion hes
considered the question why the dynamic growth and globalisation d aviation
have outpacel the existing certificaion framework in civil aviation. The time and
cost required for implementing new operational cgpabiliti es has increased, while
the trandation d those caabiliti es into adually improved operations often asks
for an unpedictable anourt of time, cost and effort. This stuation is further
worsened by the existence of many differences between national certificaion
proceses and criteria. All together, the “cetificaion* processfrom initial concept
development to effedive operational use has grown ou of control. The RTCA
task force on cetificaion ceveloped recommendations on hav to make the
regulatory oversight process more resporsive to today’s operational environment.

These recommendations form a dea suppat for the ARIBA approach of studying

the ATM safety certificaion problem not in isolation, bu to focus in from the

wider scope of the safety cetificaion poblem in civil aviation. In dang so,

ARIBA has also introduced threekey developmentsin certification:

* In Europe there dready is a sound lasis for thinking in terms of
complementary resporsibiliti es of various ador types, such as airports, ATM
service providers, regulators and pdicy makers, where the RTCA task force
on certification commonly refers to them as one ador type: authorities.

» Experience ganed in oher safety-criticd domans (eg. nuwclea,
petrochemicd, rail transport) shows that safety management and Safety Case
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building are dfedive todsto combine businessinterests with safety interests.

» Advantage is taken d recent advancements in safety assesanent methoddogy
that overcome the serious limitations of established tedhniques, e.g. human
controllers are caable solvers of nonnominal situations under various
circumstances, whil e the establi shed techniques rather represent them as error
sources only.

The ARIBA projed has used these key elements to develop significant

improvements in safety cetificaion for ATM. This is acomplished in two

subsequent stages.

Stage 1: In-depth studies.

During the first stage, al effort was direded to the foll owing five parall el in-depth

studies:

1. ATM cetificaion perceptions of various ador types and around Europe have
been identified through enquries. These results have been anaysed and
subsequently synthesised into ATM certificaion recommendations.

2. Existing cetificaion padices have been analysed for the following
applications. airborne software, systems in military aviation, automation
systems in finance, equipment for nuclea industry, safety-critica systems for
rail ways.

3. The ATM cetificaion poblem has been studied onthe basis of the succesdul
results obtained through the development and introduction d safety
management approades in the off- shore petrochemicd industry.

4. For abasic ATM operational example it has been shown posshble and effedive
to combine models from cognitive psychology with high level models of
ATM systems, and subsequently assss acddent risk and human
controll abilit y.

5. It was shown that there is a large variety in posgble safety cases, and that an
advanced methoddogy for buil ding safety case for complex technicd systems
isnat redly capable of buil ding safety cases for advanced ATM operations.

Stage 2: Consolidation

The am of the onsolidation stage of ARIBA has been to develop a safety
ceatificaion framework and recommend suppating methoddogies that enable an
effedive implementation & ATM advancements by the resporsible adors. The
safety cetificaion framework is documented in Part |, the recommended
methoddogies are documented in Parts Il and Ill for ATM service providers and
manufadurers of ATM automation methoddogy respedively.

» Part | develops a new safety cetificaion framework in ATM, using experience
gained in ather safety-criticd domains. Threethings will become dea: 1) for
safety-criticd domains sfety management and Safety Case bulding are a
matter of good bisinesspradice, 2) the complexity of ATM advancement asks
for a dedicated safety validation methoddogy, and 3 enforcement of safety
catificaion by authorities is most effedive if it suppats good business
pradices. Following these findings, Part | develops good safety business
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pradices for the various commercia-like adors in ATM, identifies the
particular safety driven collaboration reeds of various commercia adors in
ATM, and subsequently identifies how authorities could suppat the best
business pradices approach through appropriate enforcement of formal survey
and approval.

o Part Il outlines sfety validation d changes to systems or operations in ATM.
The central theme is sfety vaidation by bullding Modern and Joint Safety
Cases for changes in ATM operations that are amed to incorporate various
types of human involvement, and in contrast with Classcd Safety Case, that
take safety management approad into acourt. In addition, it covers all kinds
of hazards and nd just failure modes. Part Il outlines how severd
complementary state-of-the-art approadies allow to buld Modern and Joint
Safety Cases for ATM. These gproaches are: 1) development of suitable risk
criteria, 2) dependability tediniques for the a&sessnent of tednicd
(sub)systems, 3) task load analysis for pilots and controllers, 4) fast-time
simulation to assessair traffic network charaderistics, 5) hazard identificaion
and classficaion tedhniques, 6) acadent risk asesament tedniques in ATM,
7) providing feadbad to advanced operation, and § tedhnique to identify pro-
adive and readive safety improvements of the operatior/service Part I
concludes with guidelines to suppat the further development and applicaion
of these methoddogies.

 Pat Il outlines sfety vaidation d ATM automated systems by a
manufadurer. From dependability experience in various domains, including
catificaion d airborne systems, several complementary approadies have been
identified as being of key importanceto safety validation by ATM/CNS system
manufadurers. systematic building of a safety case, usage of development
standards (espeaaly for software development), dependability assessment
feedbadk during design, and reverse engineaing. Part Il presents how these
approadies can best be combined in suppat of an effedive safety validation for
ATM automated systems from conceptual design up to site accetance and
presents guidelines to develop further standardisation in suppat of the
propaosed methoddogy, and its implementation at manufadurers.

In conclusion, in order to redise an effedive safety management of implementing
ATM advances, ARIBA addresses the need and development of a safety-
ceatificaion framework that leases the resporsibiliti es with the key commercial
adors involved, and that promotes an adive ollaboration ketween airlines,
airports and ATM service providers in projeds that are dedicated to effedively
introduce alvanced ATM operations.

The arrent report forms Part Il of the ARIBA consoli dation report.
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1. Introduction

1.1 Background

The Parts |, 1l and Il of this consolidation report have been produced as the final
deliverables of a European collaborative projed known as ARIBA (ATM system
safety criticdity Raises Isaies in Balancing Actors resporsibility) caried ou in
behalf of DGVII of the European Commisson within its Transport Reseach and
Tedndogicd Development Work Programme 19941998. This Programme
invited proposals in three main air transport domains: Air Traffic Management,
Air Transport Safety and Environment, and Airports. The projed was ®leded
foll owing submisgon in resporse to Reseach Task 4.1.325in the ATM domain,
the full titl e of which is ‘Analysis of the safety criticdity of the different system
comporents to identify suitable methods for cetificaion d ATM systems
deriving from other aress, such as agonautics or nuclea power plants'.

As such the cetification ohedive used by the ARIBA projed is “To develop a

catificaion framework that enables an effedive safety management of the

implementation d ATM advancements by the resporsible adors’. This report

forms Part 1l of the ARIBA consolidation report, and is aimed at developing an

effedive gproach towards sfety validation d ATM automated systems by

manufadurers.

1.2 ARIBA projed

The key resources of an ATM serviceprovider are competent ATCO's, appropriate
technicd systems and roven procedures. Due to the mmpetencies of ATCo’s and
pilots, an ATM service provider is able to provide safe services up to a cetain
level of traffic flow. In effed, ATM safety resporsibiliti es end upwith the human
elements in the resporsibility chain, i.e. the ar traffic controllers and glots. This
forms an understandable reason why ATM service providers (and airlines) have
difficulties with accepting any new system, procedure or operation that potentialy
reduces their ATCo’s and pil ots controll abilit y of various non-nominally evolving
traffic situations, while & the same time their resporsibility increases with traffic
volume. The key isaue is how this paradoxicd development can be managed.

Currently, a significant cost element of introducing advanced ATM operations is
that, because of the ladk of a systematic way to manage safety related changes, the
duration d the implementation becomes uncontroll able, while asafety resporsible
ador has to stay indedsive. Consequently, the potential investors often know in
advancethat it might take decales before they receve any return oninvestments.
Obviously, nocommercial-like ador shoud invest under such condtions. The am
of ARIBA is to make these situations manageable by two complementary
approades:

» Developing aharmonisation approach towards * system safety criti cdity related
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resporsibility issues’ including apradicd, effedive framework for operational
introduction d ATM enhancements. This $houd include recommendations for
the implementation and further development of this framework, in relation to
existing pradices and ideas. Since ATM makes part of civil aviation, these
focused oljedives are studied within the wider scope of safety certificaionin
civil aviation.

* ldentifying a st-effedive methoddogy for ATM safety validation
throughou al life-cycles, by means of building on the results from ealier
safety and validation methoddogy studies (e.g. DAAS, APATSI, MUFTIS,
SECAM, VAPORETO, FRAIS, GENOVA, CASCADE and RHEA) and those
from other safety-criticd domains, with particular attention paid to their
usability for validating forthcoming techndogicd enhancements in ATM,
such as Spacebased navigation and survelll ance, Advanced ATC automation
suppat tods, Flight plan data exchange through air-ground dtalink.

1.3 Complementing RTCA’s certification task force
study

A recenit FAA-initiated international RTCA Task Force on cetificaion hes
considered the question why the dynamic growth and globalisation d aviation
have outpacel the existing certificaion framework in civil aviation. The time and
cost required for implementing new operational cgpabiliti es has increased, while
the trandlation d those caabiliti es into adually improved operations often asks
for an unpedictable anourt of time, cost and effort. This stuation is further
worsened by the existence of many differences between national certificaion
processes and criteria. All together, the “cetificaion” processfrom initial concept
development to effedive operational use has grown ou of control. In order to see
this unhedthy situation improved, the international RTCA Task Force identified
15 spedfic recommendations (listed in Annex C of Part I) on hav to make the
regul atory oversight processmore resporsive to today’ s operational environment.

The RTCA recommendations form a dea suppat for the ARIBA approach of

studying the ATM safety certificaion poblem not in isolation, bu to focus in

from the wider scope of the safety certificaion problem in civil aviation. There ae
also three omplementary devel opments that will be mvered by ARIBA:

» Thestudy of the ATM safety certificationis based onthe experiencegained in
other safety-criticd domains (e.g. nuclea, petrochemicd, rail transport).

* In Europe there drealy isa dea basis for thinking in terms of complementary
resporsibilities from various ador types, such as airports, ATM service
providers, regulators and pdicy makers, where the RTCA report commonly
refers to them as one ador type: authorities.

* Advantage is taken d recent advancements in safety assesanent methoddogy
that overcome the serious limitations of established techniques, e.g. human
controllers are caable solvers of nonnominal situations under various
circumstances, whil e the establi shed techniques rather represent them as error
sources only.
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In effed ARIBA is aimed at getting better hold on the resporsibility problem in
safety cetificaion in the multi-ador environment of ATM. This is adhieved in
two stages:

» Stage 1: In-depth studies

» Stage 2: Consolidation

Both stages are shortly explained in the next two subsedions. Eventualy, the
consolidated ARIBA findings will be aommunicaed to the ATM community by
means of aWorld Wide Web site and presentations at an appropriate symposium.

1.4 In-depth studies

During the first stage, in-depth studies have been conducted within the foll owing
five paral e streams of work:

1. This has produced an inventory of the ATM certificaion perception around
Europe. Although there is sme cmmon lelief that there is need for ATM
catificdion, there dso isa cetain level of detail where significant differences
in the various cetificdion views appea. It is at this level where ARIBA
shoud develop arationale for harmonising the different views. The identified
level of detal, the man dfferences in views and the resulting
recommendations have been described in [ARIBA-WP1].

2. This has produced an assessment of existing certificaion padices in ather
domains. A large variety of risk-criticd areas have been studied where it is
common padiceto apply spedfic forms of certificaion. For eat danain, use
has been made of experts with broad and deg knowledge in that field. The
findings are documented in [ARIBA-WP2)].

3. This has analysed the ATM cetificaion problem. In arder to avoid the need
for jumping to conclusionsin a cmplex field, the scientific gpproach was first
to elaborate the problem statement, and rext to solve the problem. Foll owing
this principle, the identification d the spedfic problems formed an important
result of thisanalysis. The findings of this are documented in [ARIBA-WP3].

4. This has demonstrated howv to oljedively assess the human operator
performance in providing ATM safety by following an adequate stochastic
modelling approad. It has been shown that by means of this approadc it
bewmmes possble to design future developments in ATM such that for a
human operator the balance between controllability and resporsibility for
ATM safety evolves in a proper diredion. This dudy has been dacumented in
[ARIBA-WP4].

5. This has gudied the development of a safety case for an advanced design of
ATM automation equipment, with the am to relate performance settings on
automation sub-systems to the safety targets of the overal ATM design. The
WP5 work has resulted in new insight into Safety Case thinking for ATM, bu
has aso shown that a system engineeing direded safety case gproad is not
redly capable of conreding the safety targets sttings at the top level with
those d the equipment level. [ARIBA-WP5] provides further detail s.
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1.5 Consolidation

Since the five main studies of the first stage have largely been conduwcted
independently of ead ather, and since there dso are complementary externa
sources, there is a dea nee for an integration and consolidation d these results
into recommendations and guidelines on safety validation and safety certificaion
in ATM. During this consolidation it is nat the task of ARIBA reseachers to
enforcededsions onisaies for which an oljedive rationale is missng. Rather, the
am of ARIBA is to provide insight into the problem, and identify possble
diredionsfor its slution.

The catificaion ohedive used duing the ARIBA consolidationis“To develop a
catificaion framework that enables an effedive safety management of the
implementation d ATM advancements by the resporsible adors’. The
consolidated results are documented in the following three self-contained final
report parts:

o Part | develops an improved safety certificaion framework in ATM. From
experience gained in ather safety-criticd domains three things will becmme
clea: 1) for safety-criticd domains safety management and Safety Case
building is a matter of good business pradice 2) the wmplexity of ATM
advancement asks for dedicaed safety validation methoddogy, and 3
enforcement of safety certificaion by authorities is most effedive if it suppats
good business pradices. Following these findings, Part | develops good safety
businesspradices for the various commercia-like adorsin ATM, identifies the
particular safety driven collaboration reeds of various commercia adors in
ATM, and subsequently identifies how authorities could suppat the best
business pradices approach through appropriate enforcement of formal survey
and approval.

o Part Il outlines sfety validation d changes to systems or operations in ATM.
The central theme is sfety validation by building Modern and Joint Safety
Cases for changes in ATM operations, that are amed at incorporating various
types of human involvement, and in contrast with Classcd Safety Case, that
take the safety management approach into acourt. In addition, it covers all
kinds of hazards and nd just failure modes. Part Il outlines how several
complementary state-of-the-art approacies allow to buld Modern and Joint
Safety Cases for ATM. These gproaches are: 1) development of suitable risk
criteria, 2) dependability tedniques for the asessnent of tedchnicd
(sub)systems, 3) task load analysis for pilots and controllers, 4) fast-time
simulation to assessair traffic network charaderistics, 5) hazard identification
and classficaion techniques, 6) acadent risk assessment techniques in ATM,
7) providing feadbad to advanced operation, and 8 tedhnique to identify pro-
adive and readive safety improvements of the operatior/service Part I
concludes with guidelines to suppat the further development and applicaion
of the propased methoddogies.

o Pat Il outlines sfety vdidation d ATM automated systems by a
manufadurer. From dependability experience in various domains, including
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catificaion d airborne systems, several complementary approadies have been
identified as being of key importanceto safety validation by ATM/CNS system
manufadurers. systematic building of a safety case, usage of development
standards (espeaaly for software development), dependability assessment
feedbadk during design, reverse engineaing, etc. Part Il presents how these
approadies can best be combined in suppat of an effedive safety validation for
ATM automated systems from conceptual design up to site accetance and
presents guidelines to develop further standardisation in suppat of the
propaosed methoddogy, and its implementation at manufadurers.

In conclusion, ARIBA identifies the need for goa setting safety management
approadies by ATM serviceproviders and airports, and the adoption d threetypes
of Safety Cases: 1) Classcd Safety Case for an ATM automation system by a
manufadurer, 2) Modern Safety Case, for a dange that involves the safety
management by a single service provider, and 3 Joint Safety Case, for a change
that involves the safety management by more than ore ador. A Clasdcd Safety
Case may form suppating evidence in a Modern Safety Case by an ATM service
provider or an airport, while Modern Safety Cases form suppating evidencein a
Joint Safety Case. The required type of suppating evidence has been identified in

edlier stages.

Safety Validation
by

Collaborating
sarvice providers

Individual
service provider

Manufacturer

Safety Case ARIBA
kind Consdlidation
Joint
Safety Case Part I
Requirements Evidence
Modern
Safety Case Part I
Requirements Evidence
A
Classical
Safety Case Part 111

Figure 1. Complementary Safety Cases by various actors.
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1.5 Organisation of Part Il

The present document forms Part 1l of the ARIBA consolidation report. The am
of Part Ill is to consolidate a ost-effedive safety validation methoddogicd
framework for manufadurers of ATM automation systems.

After the present introduwction, the report first discusses the problem of safety
validation for an automated ATM system, and the organisation d resulting data into
asafety case (sedion 2. Then, in sedion 3,it presents the propased methoddogicd
framework for safety validation d an automated system. A few guidelines for adual
implementation d this framework are presented in sedion 4, and conclusions in
sedion 5.

As the other parts of this report, this document adops ISO terminology
definitions.
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2. Safety validation of an ATM automated system

2.1 Theproblem to be solved

In this document, we ae cncerned with the question: How do we med the
requirements gemming from general principles and operational concept, regarding
the aitomated system (i.e. the automated part of the advanced ATM system, bu
keeping in mind that it is to be used by human beings). More predsdly, the
problem addresed is the foll owing:

An automated ATM system, or an updite to an automated system, has to be
developed. A list of requirements is available, including some requirements
related to safety or impading on safety. What methodology should be used to
validate safety of this g/stem?

Neeals raised by this question may be dasdgfied into:
* ned o assessble safety validation criteriafor the aitomated system
* ned o safety validation methods to assessperformance gainst these aiteria

2.2 Safety Validation Criteria

Safety criteria must be trandated into metrics before safety can be asessd.
However it isimpossble to prove rigorously that an ATM system will have some
level of safety in the future. So dred safety metrics, such as the number of
fataliti es by passenger-kilometre, have to be ruled ou, except possbly for arealy
operational systems.

The only way to assess sfety is to find fadors that have a(more or lessdireq)
impad on safety, and then, when passble, to define metrics for eah of these
fadors. Such safety fadors are, for example, reliability or availability of the
automated system.

But even for such metrics, it is often dfficult to get figures. Therefore pradicd
metrics often has to be still more indired, and this analysis must be iterated urtil
measurable indicaors are found.For example, such measurable indicators may be
test coverage, code complexity (measured through standard metrics), methods
used for development and for ensuring safety and to what degreethey were used,
etc. Feadbadk from operational systems is required for this analysis (see Sedion
4).

Then, dfferent methods have to be used for assessng safety of the system,
depending on chaosen criteria and metrics. The methoddogicd framework
propases a number of methods to be used for ensuring safety.
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Some daraderistics which make safety validation & ATM automated systems

very difficult are & follows:

* ATM automated systems are dways complex, because the problems they ded
with are complex, as are nuclea power plants, ol production datforms, etc.

» this complexity makes the development of complete systems from the
beginning very costly; therefore, most systems are based on pevious g/stems,
and also use drealy developed COTS products, which has a strong impad on
safety validation

* the system is used by human controllers, and the "man-macdine ougding” is
difficult to validate for safety, although it has a major impad on safety

 interfadng of the automated system with the external world is complex, due to
the variety of current systems and people involved.

* proving rigorously that an ATM system has ome safety charaderistics is
impossble (e.g. it isimpossble to prove that there will be no acadents, or less
than 1acadent every 15 yeas, in traffic controlled by this g/stem). However it
is possble to express the system safety requirements and assss the system
against them. Therefore, the way of expressng safety requirements is of the
utmost importance, and it is currently very heterogeneous.

Throughou the whale report, priority has been given to pradicdity, and to
methods experimented in the ATM domain, in oder to ensure that what is
proposed is adually applicable, based onexperience and feadbadk avail able.

2.3 Building asafety case for an automated system by a
manufacturer

2.3.1 Introduction

A safety case is a mnsistent and coherent set of arguments and evidence that the
system meds or excedls the system safety standard or target, used to justify the
safety of a system.

The safety case proposed in this part is of the dasscd type, as oppased to the
"modern” safety case, to be built by the ATM service provider, and which is more
based onthe operational use and operational conditions of use of the system

WP5 reaognises three gproades for obtaining evidencefor justifying this sfety:

e Approach 1: Use of development standards
* Approach 2: Independent assessment
* Approach 3: Reverse engineaing

The methoddogy propased in thisreport is based onall of those three gproades:
use of development standards, assessment, and reverse engineaing (as this
document does nat ded with resporsibility isaues, it is not concerned with the
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independence of assesanent).

The major output in the methoddogicd framework is the safety case. Inpus to the
safety case ae outputs of adivities recmmended in the methoddogy, which
make it posgble to get the required set of arguments. Inpus of these adivities are
very variable. Some important inpus and ouputs are summarised in the figure of
sedion 3.4.1.

This sdion lriefly discusses how to organise this st of argumentsinto a wherent
safety case.

2.3.2 Organisation of the safety case

The safety case proposed, after WP5, is based ona safety argument that describes:

* the safety requirements,

* the evidence available and

» the judtificaion why the evidence shoud be acceted as meding the
requirements.

The first point (safety requirements) is provided by the higher level safety
management of the system, and complemented by new safety requirements found
necessry during analysis of these requirements for development of the aitomated
system.

The second poant (evidence) includes:

* the safety management plan and aher safety-related dacuments and hezard and
safety log files.

» log documents howing that adivities required by the safety plan have been
performed.

* design dacuments and aher documents produced duing development, and
which can impad on the safety of the system; this espedaly includes test
reports and review reports

It is important to define the structure of the safety case a the beginning of the

programme, so that the process is organised in such a way that the required

evidence anerges from adivities. The general structure shoud be standard.

The third pant (justificaion from evidence that safety requirements are satisfied)
often proves very difficult or even impossble to redly acieve (e.g. it canna be
proven that the acedent rate will be inferior to a threshald, o that the average
time between failures is above some value). However, evidence shoud be
avail able to determine whether the controls and mitigation measures required to
med the safety requirements are in place ad operating corredly. Therefore, the
recommended contents includes:

* judtificaion wsing standard documents providing equiva ence between the kind
and level of suppating evidence and resulting safety charaderistics. These
standard dacuments $oud be based onexperience and describe what evidence
is deaned necessary to justify ead kind and ead level of safety requirements.
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Of course, this kind d justification is possble only if safety requirements are
always expres=d in a standard way. This method shoud be the main way to
justify safety, asit isthe most obedive and most standard ore.
» gpedfic agumentsin the cases:
¢+ when the &ove method is nat applicable (e.g. when no standard is
avail able for this case (standard nd generic enough, a too generic, or
not avallable & all),
¢ or when methods dated in the standard have not been applied for
whatever reason, bu good dher means were possble in this gedfic
case, etc.
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3. Methodology

3.1 Basicprinciples

A few principles must be kept in mind by organisations in charge of the system

development and safety vali dation:

1. safety must be ensured, even when some dea safety requirements are not
explicit in theinitial list of requirements. The need for new safety requirements
must be reported, in order to add them when necessary.

2. norequirement shoud require that a system is 100% safe (all complex systems
have some probability, however small, of falli ng into an urexpeded state).

3. safety requirements (including those added) shoud be verifiable, and shoud be
tracal through the whole development.

4. safety asuurance shoud be an integral part of the development life g/cle from
the start.

5. similarity with previous operational systems, which arealy are "safety-
validated", is a very important fador for validating the new system; outputs
from safety validation d these previous g/stems must be reused wherever
possble, so that experiencegained is not lost. Of course, they shoud be reused
only where passble (differences in context of use often make thisimpaossble).

6. al safety-related adivities $oudd be formally recorded, for justificaion
reasons.

3.2 Structure of the methodological framework

This framework is composed of two complementary parts:

e indired safety asaurance deding with the system development process
methods are not spedficdly dedicaed to safety, but improve safety when used;

» gpedfic safety assaurance, deding with methods pedficdly addressng safety
(for the automated system).

The main reasons for separating them are:

» to avoid mixing up the safety-spedfic part of the methoddogy, which is used
only because the system is sfety significant, with "norma” methods, which
shoud be used even for systems which are not safety significant;

» to separate adivities which a safety manager shoud more spedficaly manage.

But both parts are complementary and have to be used together in arder to ensure
safety. Also nde that the Safety Plan described in the second part impads on
adivities described in the first part. This implies that the separation made is
convenient, bu that all adivities linked to system development shoud be
integrated in a single system engineaing process taking into acournt safety
iswes. In bah parts (3.4 and 3.5, the methoddogicd framework is presented
chrondogicdly.
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3.3 Comparison with other methodologies

This general approac to safety assuranceis smilar to the one recommended by
ARP4754 deument for aircraft development: this document states that the system
development processand the safety assesgnent processshould interact, and that
both should be used for the arcraft certification process

This approad is aso consistent with the one used by EUROCONTROL Safety
Asssgnent Methoddogy, as presented in the foll owing figure:

System functional
definition hazard
assessment
System preliminary
design system safety
assessment
System system safety
implementation assessment
and integration

Coverage of thelife gyclein EUROCONTROL methodology

However, in order not to dugicae lots of works aready or planned to be dore,
ARIBA focussd on aspeds felt important and nd or little dedt with within
EUROCONTROL document:

* unlike the EUROCONTROL methoddogy, the present document includes a
part on "indired safety assurance' (i.e. methods to be followed al along the
development cycle and which, even though na spedafic to safety are felt to
impad the level of safety very much);

* ARIBA triesto ke a spedfic focus on pradicd iswues (i.e. recommendations
abou how to dothe work pradicdly, e.g. for COTS);

* in ARIBA, there is dso a focus on the neel (felt very important) for
international standardisation abou the way of expressng and assessng safety
requirements and rules for ensuring safety, spedfic to the ATM domain.
(EUROCONTROL document began work on this isaue, e.g. risk classficaion
scheme).

An identificaion d man dfferences between EUROCONTROL methoddogy

and ARIBA oneis presented as an appendix, at the end d the present document.
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3.4 Indirect safety asaurance through the development
process

3.4.1 Rationale

ATM systems are software-based complex systems. In such systems, although
hardware failures can occur, most events with a negative impad on safety are
caused by software bugs or, more generaly, insufficient quality of spedfication,
or design o implementation d the system.

Therefore, all methods used to improve and asaure this quality favourably impad
on safety, either diredly or indiredly (through improved dependability), and are a
key element of a safety case. This siodd na be underestimated, and this is
recognised by guideline documents such as ED-12B/DO-178B, used in aircraft
development. Many of the requirements dated in these guidelines are related to
thiskind d isaue, such asthe anphasis put ontest coverage and partitioning.

Experience shows that, for ATM, it could be considered as a set of guidelines,

with some alaptations, bu that taking it as a standard to be strictly applied to

ATM withou any adaptationisimpossble, dueto spedfic ATM charaderistics:

» very large systems

» very complex systems; this complexity sometimes makes partitioning difficult

* wide use of COTS produwts, bah duing development and in operations
(including compil ers, operating systems, COTS libraries, etc.)

» wide use of comporents aready developed, either adapted o not for use in the
new system (adualy, new developments generally relate to a part of the
system, the other parts remaining largely unchanged).

To develop these systems, a spedfic life o/cle model is not required (thisis easily
adaptable to variant life g/cles). However, due to main charaderistics of these
systems, spedfying and applying reference processes covering al adivitiesin the
spirit of quality assurance standards such as ISO 9001 is recommended.
Furthermore, taking into acmurt safety aspeds when spedfying these processesis
also recommended. In the following sedions, pradicd methods adapted to the
charaderistics of ATM systems and so recommended to be used while gplying
these processes are described. The reader will considered them together with
methods described in sedion 3.5 (Spedfic Safety Asaurance) to get a more
complete view of what is propcsed as sfety asurance and \adidation d
automated systems by manufadurers).

Adaptation according to safety criticality

Not al parts of an ATM system have the same safety-criticdity. The relation to
safety of some of them is very remote (for example, thisis the cae of long term
asessnent of demand to forecast the traffic level long in advance). The
description assumes that the system of concern is one with dred impad on safety,
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such as ATC automated systems. When the safety criticdity is lower, the
development asaurance level may also be lower. Nonetheless it shoud be
considered that the foll owing recommendations apply to all parts of an advanced
ATM system, except when explicitly stated.

3.4.2 Caseof newly developed parts
3.4.2.1 Along the whole life cycle:

— Documentation management plan: A documentation management plan
shoud spedfy documents needed and their contents, and provide templates.
Thisis required to make information easily accessble to everybody nealing it
(availability or not of needed information is an important quality fador).
Standard references such as DOD-STD-2167A, or a similar standard, are
recommended.

— Configuration management: configuration management tedniques are
necessary to control the mmplexity of the system and o its siccessve dhanges
(an urcontroll ed system is often ursafe).

— Requirement traceability: A tod managing requirements tracedility shoud
be used al along the life g/cle (the number of requirements usually makes
manual management very tedious or even nealy impaossble). Requirement
tracedility, including of course dependability and safety requirements, is
esentia to safety asaurance

— Tods: All tods used shoud be ather suitably certified or proven in use. This
does not apply to parts of the system that are not safety-criticd.

3.4.2.2 Operational use definition

Note that this work has generally been dore when spedfying requirements. It can

be skipped, a simply chedked, in this case.

It consistsin defining how its operational users will use the system. This use must

be consistent with applicable operational procedures.

It is now reaognised that this phase is particularly tricky, and many problems in

later phases have their origin in the lad of objedive data @lleded.

Work analysis techniques are recommended to complete the operational needs

expresson by objedive data, which can suppat (or not) some of the requests.

These techniques can also help to identify the tasks to be redised, data used by the

operators, constraints in the work adivity.

When defining the operational concept, work analysis tedhniques are

recommended duing simulations running experiments, for test of operational

concepts, by explaining how operators work with the proposed operational

concept. Questions are:

» What isthe performance, which can be ensured using this lution?

» What does it change for the operator in terms of mental demands, required
skill s, and risk of error?

The recommended work analysis techniques depend onthe objedive or on chta
arealy avail able:
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Before writing down requirements related to gperational use, knowledge-
elicitation tedniques (interviews with operators and more sophsticaed
tedhniques...) are recommended when there is a neeal to fully understand haw
operators work and how they take dedsions. Such information is nealed for
validating their needs.
Once rgquirements have been written down, they shoud be reviewed. This
is useful for chedking their completeness consistency, ambiguities, testability,
etc. The favoured technique is the "phased inspedions' tednique (see
references for detail s). Phased inspedions have the objedive of guaranteang
(almost) 100% problem detedion whil e saving much time aad money. A very
high problem detedionrateis achieved by:
¢ performing severa iterations with dfferent goas and dfferent people
(chosen acmrding to goals),
¢ using chedk lists and computer tods designed for asdsting inspedors in
their work,
¢ and werifying the rigour of inspedors work (statistics abou the use of the
assstancetods, questionraires they shoud be aleto answer...).
For HM1 assesgnent, the foll owing methods are recommended:
¢ Asalfirst step, and when there it is felt that there is a high risk that the HMI
will not do, HMI modelling is reaommended for formal description d an
HMI before implementing it, and its assessment from this description.
¢ Then, fast prototyping is recmmended to implement HMI requirements (at
least those which invave most risk), in oder to vaidate them with
operators. A prototype is reaommended whenever a new HMI is developed,
in order to:
0 make requirements "visible", so that they are more eally asessd
O confront involved parties to the cnsequences of their wishes,
0 make surethat ATM developers understand requirements corredly.
¢ Human fador tedhniques: once aprototype has been bult, these techniques,
which include such speaadised work analysis methods as
eledrocardiograms, or eye-tradking, may be used as a cmplement, when
equipment and experienced staff is avail able, to assst in validation d HMI
usabilit y requirements.

3.4.2.3 "Bid" phase

As a cd for tender is usualy iswued for developing the new system,
manufadurers have to prepare abid, and must take safety into acourt during this
preparation in two ways:

analysis of safety requirements, and o the impad of other requirements on
safety (seesedion 3.4.2; it isimportant to deted any safety-related problem in
the cdl for tender during this phase, to be avare of possble dianges which
would berequired;

analysis of methods for ensuring safety required in the cdl for tender, when
they are methods naot usually used by the manufadurer, and their possble
impad (on cost, duration, etc.);
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* and description d the proposed safety case.

3.4.2.4 System specification

This is the phase trandating operational requirements used as inpus, including
dependabilit y and safety requirements, into system requirements.
The main problem is to ensure that during this trandlation, safety-related
requirements are considered, and that nore of them get lost. Besides normal
requirement tracedility, it isuseful to use the following method

— Déefinition of standard system spedfication rules (espedaly rules intending
to ensure dependability). These rules dhoud be referred to in the safety
management plan (seesedion 3.9

Also refer to sedion 3.4.5for safety-management aspeds.

3.4.2.5 Design

Methods recommended are those useful for improving the design (for al aspeds
of the design, and espedally safety-related aspeds):

» Déefinition of standard design rules (espeaaly rules intending to ensure
dependability); as a simple example, such a rule can be "aways monitor
periodic inpu, and raise an dlarm when input is missng"). These rules shoud
be referred to in the safety management plan (seesedion 3.9
* Prototyping
¢ before committing to the dioice of a new techndogy during the design
phase, it is important to ensure that this techndogy is fully understood,
asesed, and mastered by ATM developers. There is aways a risk in
adopting new techndogies, new methods, new toadls, new approades, €tc.
(either redly new or new in the ATM domain). Exploratory prototyping is
recommended in this case, as it is usualy the best way to adiieve these
objedives.

¢+ when some difficult design choice must be dore, or when an alternative
must be dhosen, exploratory prototyping is also recommended.

» Dependability-related tedniques: Design choices must be validated
relatively to dependability; the recommendation s that all techniques aiming at
asessng dependability may be used here, bu first at a high level only: inpu
data required generally are missng, or are too urreliable to make alow level
study worthwhile; only when some experience is avail able, providing a good
feedbadk andreliable data, it is recommended to try these tedhniques at alower
level, for new systems with the same kind d design;

» when requirements imply the development of new algorithms, new protocols,
etc., automated theorem “provers’ may help to prove their correaness (thus
mitigating one of therisk fadors).

» Performance modelling and ssimulation: In simple caes, it is recommended
to validate design choices, relatively to performance requirements, by
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modelli ng and simulating the system through spedalised tods. Results shoud
be later refined all along the life gycle, as more prease data become avail able,
and espedally when considering the development of successve releases of the
same system (or the same family of systems).

Reviews: again, reviews are strongly recommended for design dacuments:
studies dhow that the design phese is a mgor source of errors. The " phased
inspedions’ technique isfavoured (see dove).

3.4.2.6 Software coding

Programming rules are required and must have the following objedives:

¢ ensuring robustness for example, the palicy to be used for deding with
exceptions $oud be defined. The robustness property is esential to
dependability assurance, as not all situations are foreseedl e.

¢ ensuring corredness and readability; for example, using different variables
with abou the same meaning and almost the same name may lea to errors
difficult to deted; programming rules shoud prevent thiskind d errors;

Testing: testing is a requirement, and is the traditional way to remove
dependability risks linked to programming errors, testing goups many
techniques which aim to discover errors in programs (i.e. norrconformance to
spedficaion). These techniques are well known, and do na require further
development in this report; the following points are part of the methoddogicd
framework.

¢ It must be kept in mind that a 100% test coverage is impradica in such
complex systems.

+ Nonetheless (nat too hgh) test coverage objedives have to be defined, and
chedked. These objedives shoud be defined acording to the safety impad
of the comporent (higher in comporents impading much on safety, in
acordancewith sedion 3.4.5 lelow).

¢ Tests doud be reusable (for use a regresson tests); test programs can be
used for that. Commercia tods are avail able and are recommended here for
produwcing reusable HMI tests. Generally speaking, it is recommended to
automate testing to the maximum extent.

¢ Failure modes must be tested.

¢ Orthogonal testing (i.e. testing that unwanted things do nd happen) shoud
naot be forgotten.

¢ Ancther technique must be used to make up for the incomplete test
coverage.

Reviews:. Thisis a good complement to testing, as there is no ketter methodto

deted errors not deteded by testing. The "phased inspedions’ tednique,

aming at 100% default detedion, is favoured (see dowe). This technique is
very appropriate, as ftware programming is its primary field of application. It
is recommended to use automated toadls to the maximum extent to asgst this
work, and to develop them if needed. A complete mverage of source ®de,
espedaly for all comporents likely to impad on safety, is possble ad
recommended (except for code generated by code generators). This has to be
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dore & part of an optimised strategy describing tests and reviews and their
relative scopes, and mentioned in the safety management plan (seesedion 3.9.

3.4.2.7 Integration

Reviews are recmmended: the main interest of reviews (espedaly "phased
inspedions") for integration is the verification that their integration will cause
no error. Interfaces between the arrent system and the new comporent must be
cheded with a speda cae. Such inspedions must be aitomated to the
maximum extent (through interna or standard tods; e.g., as asimple example,
many chedks on C programs interfadng may be automated by using the lint
toal)

Integration testing is required; this may use dl tedchniques aiming at
discovering errors which can appea only after integration, espedally in
interfadng, andin functions which use both new comporents and aher parts of
the system. Recommendations abou testing gven above dso apply.
Regresson testing: thisisa dhed that changes to the existing system have not
introduced errors in previously tested parts. Its applicaion is very simple if all
tests already run have been carefully recrded. It is recommended that their use
shoud be automated and systematic.

3.4.3 Spedal case: use of COTS software, or of already-developed software

This ®dion addresses COTS (commercial off the shelf) software, either included
as part of the system (e.g. software libraries), or used to produce the system (e.g.
code generators). It mainly applies to software potentially impading on safety
(tods such astext editors are not considered here).

Most of the @ove recommendations canna be gplied to COTS software. The
method recommended in such as caseis.

asessthe safety criticdity of the product, acording to itsintended use

then, gather all pasgble information on

¢ the way this product has been developed,

¢ andor statistics onitsreliability, from past experiencein its use,

¢ and, if an international, inter-domain, certification scheme, with spedfied
safety levels, has been defined (see WP2 report), the cetified safety level of
this product (if certified), together with the defined meaning of thislevel.

If data gathered provide enough evidence that the product is unsafe for its

intended use, discard it.

Test this product; this is always useful to get pradicd experience on its use,

and to evaluate it. If data gathered in the previous phase were not sufficient to

provide the required trust in the product reliability, test coverage shoud be &

wide & pradicable. However, testing for ultra-high reliability requirements is

not pradiceble.

One of the tedhniques used shoud be fault injedionto test the reacion d the

COTS product and to test the robustnessof the system in case of a COTS

fallure (see eg. [Voas, 1999).
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* If neither available data, na testing, provide required evidence reverse
engineaing tools shoud be used to justify dependability. In this case, there
shoud be afocus on safety-related charaderistics, to limit costs, as this method
may be very costly (see ARIBA WP2 and WP5 final reports).

 If after using above methods, thereis dill no sufficient evidencethat using this
product in this context would be safe, discard the product and find another
solution. As an dternative, when missng evidenceislimited, it may passblein
some cases to write a"wrapper” for inclusion between the COTS product and
the remaining of the system, this wrapper providing missng guarantees through
appropriate diedks.

Note that this work does not have to be dore ajain, if the same product was
alreadly used for the same usage in a previous g/stem. Avail able data may be used
in this case, with a ded that they are till valid for the new system. For data no
longer valid, e.g. becaise of a different usage environment, the processhas to be
repeaed.

It is good padice to write asoftware padkage to encgpsulate the COTS item to
only allow the propagation d wanted effeds into the wider system.

3.5 Spedfic safety asuurance

3.5.1 Introduction

This sdion applies to safety-critica parts of the system, i.e. most parts of a
complete ATM system, excluding only some parts where the ast or performing
recommended adivities is obviously nat justified by safety benefits, such as tods
for long term assesament of traffic demand.

The foll owing safety adivities are recommended (excluding resporsibility issues,

which are dedt with in WP6.2):

 Initial safety assesanent

» Asssanent of safety-related adivities to be performed for this g/stem (they
depend onsevera criteria)

» Planning of safety programme

* ldentification d hazards and speaficaion d mitigation solutions

» Monitoring and tradking of hazards and safety isaues

* Veificaionthat the system complies with safety requirements

o Sdfety-related suppat during installation, commissoning, overal validation,
and transition.

Thisis simmarised in the foll owing figure:
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Spedfic safety asauranceprocess

3.5.2 Initial safety assessnent

Thisisaninitial work to be performed oninpu data (espedally requirements).

The objedive is chedking scope, completeness consistency, ambiguities,

testability, ...d stated safety requirements, and impad on safety of other

requirements (espedally identificalion d "unsafe” requirements).

New safety requirements may have to be added duing this adivity, either for legal

ressons, or becaise of the safety policy of manufadurer involved, a simply

becaise it is foundthat stated requirements are not sufficient to guarantee asafe
system.

It isarecommended to use:

e astandard ched list of rules that requirements gedficaion must resped (for
example: the dlowed damain o inpu values must be spedfied, as well as the
behaviour of the system in case of avalue outside its domain);

 standard recommendations for hardware seledion

Currently, ore of the major problems is the grea variety in the expresson of
safety requirements, and in levels of safety required, withou any clea reasons for
these differences. Therefore, the generalised use of unique reference standards,
adapted to the ATM domain, is recommended for description of safety
requirements. In these standards, numericd figures shodd na be the primary
references, as assesgnent of numericd figuresis often dsputable.

More generaly, this phase shoud be suppated by standard spedfication rules
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related to safety, together with standard chedlists to asdst in the gplicaion o
these rules.

The favoured methodis reviews, and more spedficdly the " phased inspedions’
tedhnique, already addressed above.

3.5.3 Asssanent of safety activitiesto be performed

This is tail oring the recommended framework to adual needs and requirements,

when nealed.

Thisis needed in the cases below.

* The system (or more probably the considered comporent) does not have a
significant impad on safety.

» The system is very similar to ore for which safety adivities have drealy been
dore; in this case, aready avail able results may and shoud be reused, wherever
possble.

o Stated requirements include the requirement that some other methoddogy
shoud be used for this development, instead of, or in complement to, the
recommended methoddogica framework. Parts of the framework impaded by
this requirement shoud be adapted acardingly.

No tedhniqueis edficdly recommended, bu principles of inspedions soud be
used, such as the use of chedlists.

3.5.4 Planning o safety programme

Thisisthe production d a Safety Plan, spedfying al required adivities related to

safety. It shodd be based ona standard content, adapted to the system of concern,

acording to safety requirements and to above asssanent, and agreed by the
future user of the system.

The Safety Plan shoud include:

» referencesto ather standards appli ceble (withou dugicaing them);

» safety-related adivities to be performed (by al organisations participating in
the development), when they must be performed, and which methods must be
used;

» referencesto dacuments describing these methods;

* roles, and competence and aganisational interfaces;

* deliverables from the safety programme;

* how andwhen information onsafety-related adivities shoud be recorded.

It shoud also describe required adions, and allowed or required adaptations to the
methoddogy, in nornominal situations. A typicd case is the occurrence of large
delays or budget problems during development. If these difficult situations have
not been explicitly considered, they might have anegative impad on safety, in
pradice (although they shoud na, in theory).

The recommended approadh is that the safety plan shoud keep al adivities that
are required, becaise adivities had been spedfied to ensure safety in the most
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cost-effedive way, and to very clealy explain why they are required. Some
adaptations could hovever prove useful, either to make safety adivities gill more
rigorous, and/or to lower the level of stresswhil st maintaining effedivenessof the
process(e.g. changesin arganisation d work).

All members of the teams involved in development and safety assesament must
receve gpropriate briefing and training abou the safety palicy, including those
not present at the beginning of the projed.

3.5.5 Identification of hazards, risk assssnent and spedfication of
mitigation solutions

The objedive is to identify possble hazards and associated risks, and passble
causes of these hazardous condtions, in arder to produce asafe system.

Thisincludes:
» Choiceor definition d a Risk Classficaion Scheme, including:
¢ severity categories, with predse definitions
¢ classsof likelihood
¢ classesof risk tolerability
This diodd be dore very ealy in the process and shoud be based on a
standard scheme, bu with verificaion that this gandard scheme is adapted to
the system and context considered.
Thisis nat related to the automated system itself, bu the resulting scheme is a
necessry inpu to following adivities.
 Identification d hazards and fallure modes; several methods $oud be used
concurrently to get afirst list as complete a paossble:
¢ medings with experts and experienced people, with the help o a structured
method (e.g. structured brainstorming, for getting the results of
brainstorming in a structured framework)
¢ use of lists alrealy avail able for similar systems, and from reference books,
and from adual historicd acadent and incident logs,
¢ FHA (Functional Hazard Analysis), at a level depending of the system
complexity. Using this methodat avery low level for avery complex system
isnat pradicable.
¢ Tedniques such as FMECA (Falure Mode, Effeds and Criticdity
Analysis). Their scope of applicaion depends on the system complexity. For
complex systems sich as a mmplete ATC system, it can only be dorg, in
pradice at a very high level (high-level comporents of the system, and
communicaion between these momporents).
Oncethis list of hazards is avail able, it shoud be reviewed (for completeness
relevance consistency, etc.) The "structured inspedions’ technique is favoured
for thisreview.
¢ Asdgnment of a severity to ead hazard: this depends on pasble
consequences of eat hazard, and must follow the Risk Clasdgficaion
Scheme. This doud be dore through medings with experts and
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experienced people, with the help of a structured method
Estimation d hazard likelihood this evaluates how often the hazard could
happen (frequency of occurrence by hou and for the projeded lifetime of the
system). This evauation shoud be based on the study of initiating events,
contributing fadors, and probability of failure of feaures aiming at removing
this hazard. Tedhniques favoured are:
¢ established tedhniques, such as Fault Tree Analysis, remaining at a rather
high level, in the cae of complex systems;
¢ stochastic tedhniques when feasible; this requires avail ability of experienced
spedadlists, necesssary data and models, etc.; for example, refer to ARIBA
WPA4 report and to Fota's and Blom' s papers (seereferences).
Risk assssment; this combines hazard severity and hazard likelihood to
estimate the risk produced by eat hazard, and to compare this estimate with
previously defined thresholds of acceptability and tolerability. This is the goal
of pradices such as PSSA (preliminary system safety assesanent).
Risk reduction; this adivity defines the means to be used, adaptations to be
dore to the design, etc. in order to ensure that the system produced is at least
tolerably safe. This may be through:
¢ removal of all unaccetable hazards, where pradicable;
¢ mitigation d hazards not removed to an accetable level.
This may require:
¢ re-spedficdion
re-design
incorporation d safety feaures
incorporation d warning devices
¢ new operating and training procedures.
Tedhniques to be used depend much on the problem to be solved. All
tedhniques aiming at improving reli ability shoud very often be considered (e.g.
replication d criticd comporents).
Hazard likelihood and risk assesament shoud be updated orce solutions have
been defined. Where the risk canna be reduced to an accetable level, the
adivity shoud be stopped.

* & o

3.5.6 Monitoring and tracking of hazard and safety issues

All identified hazards, their charaderistics, the source of their identification,
solutions chosen to solve safety risks they raise, and, generaly spe&king,
everything concerning safety-related issues shoud be recmorded in a safety log,
augmented with new information al along the life g/cle.

3.5.7 Verification that the system complies with safety requirements

This is part of the normal life g/cle, which is not spedfic to safety (testing and
reviews).

However:

In the case of safety-related requirements, results of tests and reviews oud be
spedficdly reviewed and chedked.
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o Tedniques used in ather domains for System Safety Asesament may be used
when pradicable.

* When mitigating feaures have been added their efficag/ shoud be speaficdly
tested.

3.5.8 Safety-related support during installation, commisgoning, owerall
validation, transition, operation

Safety may be impaired by the way a system is install ed, operated or maintained.
A suppat adivity is often required in order that the (safe) system is used in a safe
way.

It is espedaly important that system developers provide dl i nformation abou the
automated system, which is necessary for the operator of the system to arganise
operations in a safe way.

Of course, whenever it is intended to use the system in a different manner, or
when changes are to be incorporated, additional safety analysisis esential.
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4. Guidelines for implementation of the
methodological framework

4.1 Summary of what needsto be standardised

The methoddogy proposed above recommends that some standards oud be

dedded for ATM systems. They are summarised below.

» Standards related to expresson and asessment of safety requirements. These
standards sroud be international .

¢ Standard way of expressng safety requirements (e.g. standard, and
pradicd, metrics). This includes the definition o standard safety levels
and a standard chedlist of rules that these requirements must resped
(including rules not spedfic to safety, such as consistency, and their
verifiability).

¢ When possble, standard recommended safety requirements for ead high
level function (e.g. communication ketween comporents of the system), in
order to prevent too much heterogeneity in operational ATM systems.

¢ Standard risk classficaion scheme.

¢ Standard equivalence between safety charaderistics (safety level, etc.)
required and the kind and level of suppating evidence justifying these
safety charaderistics.

» Standards used for ensuring safety. These standards may be ather international
recommendations, or spedfic to ead manufadurer. When they are referred to
in the first category standards, they shoud have an international definition. In
any cese, they shoud na be made mandatory, as eadr manufadurer is
resporsible for techniques it uses for meding requirements, and they must be
free to use innowative and most appropriate techniques. Such "standards'
mentioned in this documents are:

¢ standard list of system spedficaionrules, for ensuring safety;
¢ standard list of design rules, for ensuring safety;

¢ standard recommendations for hardware seledion;

¢ standard contents of a Safety Plan, and o a Safety Case.

4.2 |Implementation at manufacturers

This document does nat discussresporsibiliti es, but most adiviti es recommended
shoud obvously be undertaken by manufadurers.

As these adivities have been designed to be & cost-effedive & possble and they
belong to the kind d adivities normally performed by manufadurers, their
implementationis considered redistic.

Of course, the dfediveness of the recommended adivities is also dependent on
the degreeof commitment and coll aboration with the buyers, users, and regulators,
who shoud provide information required. Manufadurers also need to provide
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information abou the limitations of use of the system suppied to the service
provider so that they can make dedsions ensuring the safety of their service
provision.

However, some of the validation adivities mentioned (such as eye-trading)
belong more to the field of adivity of reseach institutes, and require avail ability
of operational controllers, of spedalists of the tedhniques, and spedfic equipment,
which are nat usualy avallable & the manufadurers. Therefore, these adivities
normally are the resporsibility of service providers.

Aswith ather techniques, manufadurers shoud be left freeto use them or nat and,
if they chocse to use them, to perform relevant adivities themselves or by
coll aborating with high-level external spedalists.

In some caes, ATM service providers may also have to perform tasks described
here because integration requires it (e.g. integration d technicd subsystems that
are property of different ATM service providers and delivered by different
manufagurers).

4.3 Further work

Further work is mainly on the development of recommended standards.

The mgjor challenge is the development of an oljedive wrrespondcence between
safety levels and suppating evidencethat all ows confidence that some safety level
has been readed. This requires a safety forecasting model, using, as only inpus,
indicators that are both meeasurable and available before this g/stem is
operationally used. To buld and improve this model, data and feedback from
operational systemsis necessary.

Depending on the results of this gudy, the development of some new validation
techniques could be required too.

4.4 Possble schedulefor implementation
The schedule of implementation might be divided into threephases:

First phase:

» Development of an interim version d recommended standards, based on hest
current pradices, and onimprovements which can be implemented quickly.

* Organisation d a study to develop the second version d standards, including a
first model for safety forecasting.

Sewnd phase:

* Implementation d interim standards in relevant organisations.
» Coalledion d fealbadk information from thisimplementation.
» Development of the second,improved, version d standards.

Third phase:




CECDG VI Ref.: ARIBA/AAF/WP6/FR-III
A RI BA Transport/Air Transport | Date: 29/10/1999
Reseach Actions Page: 33

* Implementation d definiti ve standards in relevant organisations.

The associated schedule might be:

1999 2000 2001 2002 2003

v

development o
interim

implementation
of interim
tandards

implementation
of definitive
tandards

feedback

development of
definitive
standards

of a study for
developing
definitive
tandards

)

data about current systems

However, this shedule is probably too ogimistic for the definition d mandatory
standards, given the delay generally required for standardisation by ICAO and
other worldwide organisations.

Therefore, as a first step, it is proposed that standards sioud be developed and
recommended, bu not made mandatory, urtil the definitive international
dedsions.
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5. Conclusions

This document consolidated previous ARIBA results related to safety validation d
ATM automation systems by providing amethoddogicd framework.

The problem addressed is very complex, due to the cmplexity of systems
themselves and the number of stakehalders, and the difficulty to assess sfety of a
system.

To address this complexity, the report makes the following main

recommendations:

* use of some international standards related to safety validation, to be
spedficdly developed for ATM;

o use of some mst-effedive methods all aong the development, bah for
ensuring safety through development adivities, and through spedfic safety
asaurance

o vdidation o safety of the automated system by measuring indired safety
fadors, and making a mrresponcence with adual safety objedives in a safety
case,

e permanent consideration d pradicdity when developing safety validation
standards.
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7. Acronyms

AAF
APT
ARIBA

ATC
ATCo
ATM
CAA
CEC
COTS
DAL
DERA
DG
DOD
EATCHIP

E.C.
EGNOS
FAA
FHA
FMECA
FR

FTA
GSN
HAZOP
HMI
ICAO
ISO
NLR
PSH
R&D
RTCA
RUL
SAM
SCAA
Sofréavia

SRG
SHA
TRTD
WP#
WPR

Airsys ATM France

Aptime

ATM system safety criticdity Raises Issues in Balancing
Actors resporsibility

Air Traffic Control

Air Traffic Controll er

Air Traffic Management

Civil Aviation Authority

Commisson d the European Communities
Commercial Off The Shelf

Development Asaurance Level

Defence Evaluation and Research Agency
Diredorate General

Department Of Defense

European Air Traffic Control Harmonisation and
Integration Programme

European Commisson

European Geostationary Navigation Overlay Services
Federal Aviation Authority

Functional Hazard Analysis

Failure Modes, Effeds and Criticdity Analysis
Final Report

Fault TreeAnalysis

Goal Structuring Notation

HAZard and OPerability Study

Human Madine Interface

International Civil Aviation Organisation
International Standard Organisation

Nationad Lucht- en Ruimtevaatlaboratorium
Preliminary System Safety Assesgnent

Reseach and Devel opment

Requirements and Technicd Concepts for Aviation
Rijksuniversiteit Leiden

Safety Argument Manager

Swedish Civil Aviation Administration

Société Francase d'Etude et de Rédisation d Equipements
Aéronautiques

Safety Regulation Group

System Safety Assessment

Transport Reseach and Techndogica Development
Numbered Work Padkage

Work Padkage Report
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